3SATBEPOXXEHO

Po3nopsaa>KeHHA ronosu
pavioHHOT y MiCTi paam
Bif 18 cepnHa 2022 poky Ne 170-p

MoniTuKKM i NpUHUMNY iHdopMaLiiHOT 6e3rnekn

l. BcTyn
IH(popmaUiiHy 6e3neKy peryntorTe 3aKoHW YKpaiHu: «[po iH(opMmaLito»,
«[Mpo [gepxaBHY TaeMHULIO», «[1po 3axuct iHdopmauii B iH(opmaLiinHo-
TeNeKOMyHiKauiiHuX cuctemax», «lpo 3axucT nepcoHanbHUX AaHux», «I1po
AOCTYN A0 Ny6/1iYHOT IHpopMaLii».
[na  3abe3neyeHHs HOPUAMYHMX BUMOI BUKOPUCTOBYHOTHCA CTaH4apTU
ACTY ISO/IEC 27001:2015 ta ACTY ISO/IEC 9001:2015.

Il. MeTa
MeToto po3pobKM [aHOro [AOKYMEHTY € YCBIAOM/EHHA MpauiBHMKaMu
BMKOHABYOro KOMITETY paioHHOT Y MicTi paau (gani - BUKOHKOM) i cy6'eKTamu,
AKi  Ail0Tb Ha KOpUCTb BMWKOHKOMY, npo6nem iHopMauiinHoi 6e3nekn Ta
LLOIEHHOI O BUKOPUCTAHHS T NPX BUKOHaHHI POGIT Y BUKOHKOMI PaiOHHOT Y MICTI
pagy abo Ha KopuUCTb BUKOHKOMY 30BHILLHIMYK Cy6’€KTaMu.

I11. Chepa 3acTocyBaHHS

3actocyBaHHA T[1oMITUKKX IH(OPMaLiAHOT 6e3nekn y poboTi BUKOHKOMY
paoHHOT Yy MICTI pagn, a TakoX nNpUHUMNIB IH(opMauiiHOT ©6e3nekn €
000B’A3KOBMMM [0 BUKOHaHHS B YCIX CTPYKTYPHUX MiApo34inax BUKOHKOMY
painoHHOT y MiCTi pagu.

CTPYKTYpHI Nigpo3ainn BUKOHKOMY CakcaraHcbKoi paioHHOT Y MICTi paau,
B AKMX 3aCTOCOBYETbCA C(epa CUCTEMM BKas3aHi Yy CTPYKTYpi BWKOHaBYOro
KOMITETY pPaiOHHOT Y MICTi pagu, 3aTBepAKEeHOT PilLeHHAM painoHHOT Yy MICTI paau
Bif 22 4yepBHA 2022 poky Ne 163 «[1po 3aTBEpPMKEHHS CTPYKTYpPU BUKOHaBYMX
opraHiB CakcaraHCbKOl pPaiOHHOT Yy MICTi paau, 3arasibHOT YMCEeNbHOCTI anapaTy
PainoHHOT Y MICTI pagy Ta i BUKOHaBUMX OPraHiB» 3i 3MiHaMMu,

V. TepMmiHun
4.1. Tvinu iHopmaLii:
YCHa iH(hopmaLisi — nepekasaHa, nig vyac po3mMoBu;
BIATBOpeHa ayaio-, BieoTeXHIKOHO;
repecsiaHa noLuToH;
nepefaHa eNeKTPOHHUM LUSIXOM;
36epexkeHa B e/IEKTPOHHI hopMmi;
300paXkeHa Ha eKpaHi MOHITOpa;
HafpyKoBaHa, abo 3anucaHa Ha nanepi.
4.2. TepMiHW | BU3HAYEHHS.
AKT/BW — BCe Te, LLIO Ma€ BapTICTb 45 opraHisauil.
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besneka iHopmauil — 36epeXXeHHs CEKPETHOCTI, IHTerpasibHoCTI |
AOCTYMNHOCTI iH(popMaLii.

CeKpeTHICTb — B/acTMBICTb, KA MOMArae B TOMY, WO iH(oOpmaLia He €
AOCTYNHOK abo BMWSB/IEHOK He YMNOBHOBaXEHWM 0cobam, Ccy6’ektam, abo
npotecam.

IHTerpasbHICTb — BMACTUBICTb, fAKa MONArae y 3aneBHEHHI TOYHOCTI |
MOBHOTW aKTUBIB.

JOCTYnHICTb — BMacTUBICTb OYTWM [AOCTYMHUM | KOPUCHMM Ha BUMOTY
YMNOBHOBaXKEHOI0 Cyb’eKTa.

Cuctema ynpas/iHHA iHOPMALiNHOK 6e3MeKo — Le YacTUHA LificHOT
CUCTEMU YNpaBiHHA, fKa I'PYHTYETbCA Ha MiAX0Al, WO BMHUKAE 3 6I3HECOBOro
PU3NKY, CTOCOBHO pPO3P0O6KM, BMPOBAMKEHHS, eKcnyartauii, MOHITOPUHTY,
NIATPUMKM | BOOCKOHaIEHHA 6e3neKku iHhopmalLli.

MonitTnka CYIb — BUPaKEHHS KEePIBHULUTBOM 3araslbHUX Hamipis i
HanpsAMKIB 4if/IbHOCTI.

3acobun nepepobku iHopMauii — cuctema, nocnyra abo IH(PaCTPYKTypa,
fKa MepeTBOPIOE IH(opMaLito uM (idnyHa JfloKanisauid, B SAKIA 3HaXoAATbCA
cucTema.

PekomeHZauis — MOACHEHHS, WO | fK PEeKOMEHAYETbCA 3poouTu, W06
AOCArTU LiNIei, BU3HAUYEHMX B NONITUKAX.

TpeTta cTOpoHa — Le ocoba abo opraH, fka B pasi BMpiLLEHHSA NpPo6/emu,
BBaXXAETbCA HE3a/1eXXHOHO Bif, 3aLiKaB/IEHMX CTOPIH.

Bunagok, nos'a3aHuiA 3 6e3nekolo iHgopmauii — € BM3HAYeHWM CTaHOM
cucTeMU, NOCNyru abo Mepexi, KU BKa3ye Ha MOX/MBE MOPYLUEHHS MOMITUKK
6e3nekun iHopMaLii, NOMUNKY 3abe3nevyeHHs abo HeBIAOMY [AOHUHI CUTYyaLito, fKa
MOXKe ByTu noB'A3aHa 3 6e3MeKoto.

IHUMAEHT, NoB'A3aHNIA 3 6e3MeKoK0 iHhopMaLii — Lie € MOOAMHOKNIA BUNaLoK
abo cepifd HebaKaHUX YW HecrnoAiBaHUX BUMaAKiB, MOB'A3aHUX 3 0E3MeKoHo
IHopmMaL,ii, WO CTBOPHOE IMOBIPHICTb MOPYLUEHHA OGi3HECOBUX i 1 3arpoxye
Ge3newi iH(popmalLlir.

3arposa — nOTeHUiiHa npuyMHa HebaXaHoro IHUMAEHTY, SKUIA MOXe
BUK/IKATM LLKOAY B cUCTeMi abo opraHisadir.

MigoartnmeicTb — CnabkiCTb akTMBY abo rpyny akTUBIB, fKa MOXe 6yTu
BMKOPWCTaHa LLOHaMeHLLEe OAHIELD 3arpo3oto.

Pu3nk — kombiHauist iMOBIPHOCTI BUMaAKYy i MOro Hacnigkis.

AHani3 pusnKy — CUCTeMaTMyHe BUKOPUCTaHHA  IH(opmMauii  Ans
IAeHTUIKaUIT fpKepen | OLiHIOBaHHA PU3UKY.

OUuiHIOBaHHA PWU3NMKY — TMPOLEC CNIBCTaB/eHHA OLIHEHOTO0 PU3NKY 3
BU3HAYEHUMW KPUTEPISMUN 3 METOH BU3HAYEHHS 3HAYEHHS PUSUKY.

OuiHKa pr3nKy — LiNICHIA NpoLec aHasidy Ta OLiHOBaHHS PU3NKY.

AkuenTauia (MPUAHATTA) PU3NKY — PiLLEHHS, W06 akuenTyBaTy (NPUNHATN)
PU3MK.

[MoBefiHKa 3 PU3NKOM — MpPOLEeC BUOOPY | BNPOBAMKEHHA MOAMGIKALIAHNX
3aco0iB.
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«3abe3neyeHHs» = «3acib 6e3nekn» = «3acid 3axXuncTy».

3aMLWIKOBUIA PU3NK — PU3MK, WO 3a/IMLIAETLCA MIiCAA npouecy Ain 3
PU3MKOM.

YnNpaeniHHA PU3MKOM — CKOOPAWMHOBAHI AiT KepyBaHHA | YynpaBniHHA
opraHisayjieto 3 BpaxyBaHHAM PU3NKY.

3abe3neyeHHs — 3acobu, WO CnyXaTb YMNPaB/iHHIO PU3MKOM, pa3oM 3
noniTMkamu, npoueaypaMu, pekoMeHAauisiMu, OpraHi3auinHOK MPaKTUKOK Ta
CTPYKTYpamu, AKi MOXYTb MaTu agMiHICTPaTMBHY, TEXHIYHY, IOPUANYHY Npupoay
abo npupoay ynpasniHHS.

[Jeknapauis 3acTocyBaHHS (MOMOXEHHS LWOAO 3aCTOCYBaHHS) - JOKYMEHT, B
SKOMY OMMcaHo Lini 3acTocyBaHHA 6e3nekn Ta 3abe3neyeHHs, AKi BI4HOCATLCA |
MatoTb 3acTocyBaHHsA B CYIB gaHoi opraHisauii.

V. MoniTnka iHpopmauinHoT 6e3rnekn y pob0Ti BAKOHKOMY PanoHHOT y
MICTI pagu

5.1. BignosigHo o Monitukuy iHhopmauiiHoT 6e3rnekn y poboTi BUKOHKOMY
parioHHOT Yy MICTI pagn | MkHapoaHux cTaHgapTie: ACTY ISO/IEC 27001:2015
Ta [ACTY ISO 9001:2015 MeTo0  BNPOBafXeHHA CUCTEMU  yNpaBiHHA
IHpopMaLiiHOKO  6e3nekod €  3abe3nedyeHHs  6e3nekn iHopmauii, ska
06po6NSAETLCA Y BUKOHKOMI CakcaraHCbKOi paiOHHOT Y MICTI pagu.

Ona  6e3nekn iHgopmauil B 0COBMCTIA cdepi, a TakoX 6e3neku
matepiasibHUX | HemaTepiaslbHUX aKTUBIB 3AINCHIOTLCA AOKMaAHI 3axoam, Ans
TOro, wWo6 BigMoOBigaTM BMMOram npaea, KMEHTIB Ta IHWMM BUMOram, LO
BUM/IMBAIOTH 3 YMOB.

Po3noyati npoueaypHi Ai1 6a3ytoTbCsA Ha 3HAHHAX MPO 3arpo3un Ta PUsnKN y
ctepi iH(opmaLiiHOT 6e3neKK i [O3BONSAKOTL PE3YIbTATUBHO YNPaBISTU HAMM,

BepemMo 0 yBaru iHpopmauinHy 6e3mneKy LUISAXOM YNpPaB/iiHHA BACHOH |
[OBIPEHOIO npauiBHUKaMW Ta KAIEHTaMWU IH(OpMaLieto, a TakKoX Ynpas/iHHSA
PU3MKamMu B YCIiX acnekTax AOCTYMHOCTI, IHTErpasibHOCTI i CEKPETHOCTI.

CucTeMaTM4yHO BMKOHYEMO 3aX0AM MOB’A3aHI 3 YMpPaBfiHHAM pPU3NKaMu
IHhopMaLiniHOT 6e3nekn Ha MigcTtaBi MPUAHATOT METOAMKM OUIHKW PU3MKY Ta
3aTBEPIPKEHMX KpPUTEPITB OLIHKW, BIAHOCHO BWKOHaHHA 3aBfaHb Yy Ccepax
ynpasniHHA, Ae/IeroBaHNX 4epyXXaBot NMOBHOBaXKEHb, BUKOHAHHS BMaCHUX 3aBAaHb
OpraHy MiCL,eBOro camoBpsiyBaHHs.

3axuLaemMo 0COOMCTI AaHi  MpauiBHMKIB, TpPOMagsH |  KMIEHTIB, AKi
06p0o61At0TLCA Mif Yac NPOLECIB HAAAHHSA MOCNYT.

3axunwaemo iHqopmauiiiHi  akTUBM ANnA  3abe3neyvyeHHs 6e3nepepBHOCTI
HaflaHHS NOCNYT | BUKOHaHHA 40BIPEHMX 3aBAaHb.

KepiBHMLTBO B1KOHKOMY 3a6e3nedyye BiAMoBiAaIbHICTb NpaLiBHUKIB | 0CI6
AKI  CMiBNpauioloTh 3a peanisayito 3aBfaHb Yy cepi BUKOHaHHA [10MITUKM
IH(hopMaLiHOT 6e3MneKkn y pob0oTi BUKOHKOMY PailoHHOI Y MICTI paaw.

MoniTnka iHhopMaLinHOi 6e3nekn y poboTi BUKOHKOMY PalOHHOI Yy MICTI
pagu € rofioBHOK MONITUKOK 6e3nekn y BUKOHKOMI, Y BIAHOLIEHHI A0 MOMITUK
3a3HayeHnX B NyHKTax 5.2. — 5.12.
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KoopanHauis gin y CYIb noknagaetsca Ha roloBHOM0 YNOBHOBAXXEHOMO 3
NUTaHb IHPopMaLiiHOT 6e3mneKu.

5.2. MoniTnKa KOHTPO/IKO AOCTYMY.

BWKOHKOM paioHHOT Y MICTI paan peasnizoBye MOIITUKY KOHTPOJIKO AOCTYny
Y BiHOLUEHHI 40 30BHILLHIX CTOPIH, KNIEHTIB | NpayiBHUKIB.

BiagigyBayi MatoTb BU3Ha4YeHWiA crnocid goctyny Ao 6yaisens BUKOHKOMY,
NPUMILLEHb, iH(opMauil. IHjopMaliiHi  cucTemMn, WO BUKOPUCTOBYHOTBLCH,
goromaratoTb B 00C/MYyroByBaHHI HalIMX KIEHTIB 1 3axuWatoTb IH(opmMaLito
BIAMOBIAHO [0 X XapaKTepy.

Y BIHOLIEHHI 40 30BHILLHIX CTOPIH 6epeTbCA A0 yBarn psg YMHHUKIB, AKI
30INbLWYIOTb  PU3NK  MOPYLUEHHs 6e3neku iHopmauil 1, AK pe3ynbrar,
BMKOPWCTaHHS 3ac006iB 3axXMCTy.

KopuctyBaui  iH(hOpMaUiiHAX  CUCTEM Y  BMKOHaBYMX  OpraHax
CakcaraHcbkol pailoHHOT 'y MicTi KpuBomy Po3i pagn Ait0oTb  3rigHO 3
BU3HAYEHUMW NMPUHLMNAMW | METOAUKAMMU.

KoHTponb focTyny BIiAHOCMTLCA [0 3acob6iB 06p0o6KM iH(hopmauii B
PO3YMIHHI JOCTYyny:

(hi3MYHOro: poboui cToNu, Wahv A5 LOKYMEHTIB, MPUMILLEHHA Ta iHLUE;

NOrivyHoro: 6asun faHnx, iHpopmawiiHi CUCTEMMN Ta iHLLUE;

3B’A30K MiX TeneiH(opmauinHUMM mepexxamu BUKOHKOMY i TPeTboto
CTOPOHOIO, SIK NOCTINHWIA 3B’A30K, BifAaNeHNin JOCTYM;

Ha Micui, TO6TO B 06’ekTax BMKOHKOMY ab0 rnosa fiokanisawieto BUKOHKOMY.

MpayiBHMKM MatoTb [OCTYN [0 MPU3HaYeHWX KOMIM'KOTepiB | nporpam
KOMIM'IOTEPHOM0 3axXMCTY LUIAXOM BMKOPWUCTaHHA iaeHTUdIKaTopa (3acTocyBaHHS
YMNOBHOBaXKEHb | MaposiiB).

BignosigHO A0 NPUAHATOI Knacudikayii iHhopMauii, 40 KOH(IAEHLINHOT Ta
TAEMHOT IHpopMaLii MOXYTb MaTy AOCTYN fiMLLE BU3HAYEHI OCOOW.

Harnag 3a 4ocTynom npoBOAMTLCS Yepe3 Npu3HaveHHs ocib, AKi AitoTb Bif
IMeHI KepiBHMLTBa BUKOHKOMY.

5.3. MoniTKa BUKOPUCTaHHSA NPOrpamMmHOro 3abe3rneyeHHs.

[ns 0XOpOoHW IH(opMaLii Ta MPOrpamMHOro 3abesneyveHHs, a TakoX 3 MeTOH
YHUKHEHHS NopyLleHb HOPM NpaBa, BUKOHKOM paiioHHOT Yy MICTi paan 3ab0pOHSiE
BUKOPWCTaHHS HEaBTOPU30BAHOIO MPOrpPaMHOro 3abesrneyeHHs.

Byab-fike nporpamMHe 3abesneyeHHs, WO IHCTA/IHOETLCA B KOMM'HOTEpax,
MOBMHHE BCTAHOB/OBATUCL 13 3r0A0K BU3HAYEHOI 0C00OM, fAKa aBTOPU3YE
nporpamHe 3abe3neyveHHs.

5.4. TMoniTnKa 3aXMCTy Bif PU3MKIB.

[Ona peanizayii 3axofiB 06epeXXHOCTI, WoA0 3anobiraHHA | BUSB/IEHHS
noTpanisaHHA LWKIAIMBOIO MPOrpaMHOro 3abesrneyeHHsi, Takoro $K BipycH,
KOMITIOTEPHI YepB'sikK, TPOSHW, NoriyHi 6ombu, Ha Komm'totepax BMKOHKOMY
IHCTa/IOKOTLCA aHTUBIPYCHI NpOrpamu 41 3anobiraHHs, BUAB/IEHHSA 1 YCYHEHHS
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LUKIA/IMBOrO KOAY, a TAKOX Harnsgy 3a Moo6i/ibHUM KOAOM.

AHTUBIpYCHe nporpamHe 3abe3neyeHHss MOBMHHO OYyTM aBTOPM30BaHE
B13HaYeHOI 0CO6010.

[MporpamHe 3abe3neyeHHss Ma€ NOCTINHO Ta CUCTEMaTMYHO OHOB/THOBATUCH.

O60B'13KaM1 KOpUCTyBava KOMM'toTepa €:

nepesipka BCiX (pailniB Ha eNEeKTPOHHMUX abo OMTUYHUX HOCIAX, a TaKOX
(hainniB oflep>KaHNX Yepes Mepexxy Ha HasiBHICTb LUKIANMBOIro KOAy;

repesipKa BK/aAeHb eN1eKTPOHHOT MOLLUTK, & TAKOX 3aBaHTAKEHUX LAHUX Ha
HasABHICTb LLKIANNBOIO Kogy.

3acTocyBaHHA MPOrpaMHOro 3abesneyeHHs Takoro AK: KOMyHikatopu, Java-
3aco00u, AKe MOXKe OyTK HOCIEM MOOIfIbHOro KoAdy, NOBUHHO OYTW aBTOPM30BaHe.
Mepen 3acToOCyBaHHAM MPOrpamMHOro 3abesneyeHHs LbOro TWUMY HeobXigHO
OTPUMATK 3rofy npaLiBHUKA BU3HAYEHOrO r0/IOBHUM YNOBHOBAXXEHUM 3 NMUTaHb
IH(hopMaL,inHOT 6e3neKw.

5.5. MNoniTnka 06MiHY iHhopMaLi€to.

[MoniTmka O0OMIHY iH(opMauieto 6a3yeTbCs Ha HOPMATUBHUX BMMOrax.
OOMiH iH(opmaLietd MOBUHEH MNPOBOAUTUCA CMOCOOOM, SAKUA  3aXULLEHUI
BIANOBIAHO [0 NOTPed, WO 00yMOBMEHI Knacudikauieto iHopmalii, a TakoX
AOTPUMYETLCSA aBTOPCbKOI0 Npasa.

MpayiBHMKK, BUKOHaBLLI Ta iHLWI CnoXwmnBadi 3060B'A3aHi He 4iATW Ha UKoAY
BUKOHKOMY.

5.6. MonitTnka 3axucty iH(opmauil noe'a3aHa 13  CMOMYYEHHAM MiX
6i3HeCOBUMY iH(hopMaLLinHMK CUCTEMaMN.

BuyKopucTaHHS Crony4veHHs MiXk 6i3HeCOBUMK iH(pOpMaLintHUMK cUCTEMaMK
peani3yeTbCA Ha OCHOBI paHiLle NpoBeAeHOT OLIHKN PU3MKY.

OdpicHI cuctemMmn [OKYMeHTOO0OGiry 3abesnedyroTb 3aXMCT iHdopMmauil npu
BUKOPUCTAHHI: AOKYMEHTIB, KOMITOTEPIB, MOOIi/IbHOT 06p06KM, MOOBINLHOIO
3B’A3KY, NOLUTW, r0/IOCOBOI MOLUTK, MY/IbTUMEAINHMX 3aC06iB, MOLUITOBUX MOCYT.

[MpayiBHMKM 3aCTOCOBYHOTH BIAMNOBIAHI NMPUHLMNKW, NOB'A3aHI i3 3aXUCTOM
IHpopmaLiT.

5.7. MoniTKa YncToro pobo4oro CTony i YACTOro eKpaHy.

[Ona  0OMeXeHH pu3NKy HeaBTOPM30BaHOrO AOCTyny, BTpatu abo
YWKOMKEeHHA iH(opMauii  nig 4ac pobotm 1 nosa roguMHamu poboTw,
3aCTOCOBYETHCA MONITMKA YNCTOrO PO60OYOro CToNy NS ManepoBMX AOKYMEHTIB |
HOCIIB [aHuX, a TakKOX MOMiTUKa 4YWUCTOro ekpaHy [Ans 3acobiB 06pobKu
IHpopmauii. TlpayiBHUKM 3aCTOCOBYHOTL BIAMNOBIAHI MPUHUMNKX  MOB'A3aHI 3
NONITUKOK YMCTOr0 Po60YOro CTONY I YACTOrO eKpaHy BiAMOBIAHO [0 XapaKTepy
IHpopMmaLiT, 3rifHo 3 Knacuikauieto.

5.8. IMoniTKa KOPUCTYBaHHA MEPEXEBUMI MOCTYramMm.
KopucTtyBaHHS Mepexketo | MepexesBMMu Mnoc/yramu, KopucTtysBayamu
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BifOyBa€cTbCA Ha niAcTaBi iX aBTOpu3auii B Mepexi. Harnag 3a foctynom [o
MepeXxi i MEPEeXXHUX NMOCyr NPOBOAUTLCA BU3HAYEHUMU 0COb6amMu, SiKi Ait0Tb Bif
IMeHI KepiBHULTBa BUKOHKOMY.

5.9. MNoniTuka BigaaneHoi poboTu.

KepiBHMUTBO BMKOHKOMY [0MNyCcKae poboTy Ha BifCTaHi MpU 3aCTOCYyBaHHI
BIAMOBIAHMX 3aC06iB 3axXMCTy. P060Ta Ha BifCTaHi MOXe NPOBOAUTUCH Ha MiACTaBi
YNOBHOBaXKEHHSA 31 CTOPOHU KepiBHULTBA BMKOHKOMY, ab0 YMNOBHOBaXEHHS Bif
NMpU3HaYeHNX KepiBHUKIB BIAA4IMIB. YMOBM poboTK 3060B'A3aHI 3abe3neymTu
BIAMOBIAHY (DI3NYHY i NIOTFIYHY OXOPOHY iH(opMaLiiHUX akTuBIB. [oKnafHi
YMOBW pob0TK ByAYyTb ONUCaHI B OKPEMUX AOKYMEHTAX.

5.10. MNoniTrka 4OTPUMaHHA aBTOPCLKOro Mnpasa.

BWKOHKOM painioHHOT Y MICTi pagun Hanpas/se CBOI AiT Ha 3aXUCT aBTOPCbKUX
npas. BukopucTaHHA MporpaMHOro 3abesnevyeHHs |1 IH(oOpMauil MOBMHHE
MPOBOAMTUCA 3riAHO 3 AePXXaBHUM | MI>KHAPOAHUM MPaBOM.

Y BuMNafKax MOpPYyLUeHHA aBTOPCbKOro npasa nNpauiBHUKaMU BUKOHABUUX
OpraHiB pagy 40 HUX 6yayTb 3aCTOCOBYBATUCA AUCLMNIIHAPHI CTATHEHHS.

5.11. MoniTnkKa 3axXUCTy 0COOUCTUX AaHKX | NPUBATHOCTI.

BWKOHKOM paiioHHOT Yy MICTi pagn peanisye 3axmcT 0COOMCTUX daHUX i
NPUBATHOCTI Y BiHOWEHHI [0 MpauiBHUKIB BUKOHKOMY, MeELLKaHLiB paioHy,
KNIEHTIB Ta IHWKX (I3NYHMX Ta HOpUANYHMX ocib. [nd 3abe3nevyeHHs 3aXUCTy
0COOMCTMX JaHMX | NPMBATHOCTI BM3Ha4yarOTbCA BIAMOBIAHI 3acobu, AKi ByayTb
3AINCHIOBATY Harnag 3a ix 36epeXkeHHAM. KOHTPonb Y cdepi 34iNCHEHHS 3aXUCTY
0COBMCTUX daHMX abo NPUBATHOCTI (Di3MYHUX OCIO 3AIACHIOETLCA MpaLiBHUKOM
BiA4INY, [0 AKOr0 Hagiwna gaHa iHhopmMauii.

5.12. MNoniTKa BUKOPUCTaHHA KPpMNTOrpaMivyHmX 3aco6iB 3aXUCTY.

KpunTtorpadiyHi 3acobu 3 METOK 3aXUCTy IH(OopMaLiT, LLO 3aCTOCOBYOTLCA
Y BUKOHKOMI PainloHHOI Y MICTi pagy BiJHOCATLCA 40 BPa3MBOI iH(hopmaLli.

[ONna  HagaHHA  MOXJ/IMBOCTI  BUKOPUCTAHHA  KpunTorpagiyuHoi  TexHIKW,
30INCHIOETLCA YNPaBMiHHA KIloYaMu, Wo6 BCi KMo4vi Oynn  3axulleHi Bif
mMoaudikauii, BTpaTy ab0 3HULLEHHS.

V1. MpunHUmMnu iHpopmaLinHoT 6e3nekn
MpuHUMNKX  iHQOopMaLiiHOT 6e3neKkun, Lo 3aCTOCOBYHOTHCA Y BUKOHKOMI
panoHHOT y MICTi paan, AOKNAAHO PEryntoTb NONITUKY IHOPMaLiiHOT BGe3neKku.

6.1. OCHOBHI NPUHLMNK 6e3MneKn NIACLKNX PecypCiB.

Yrogn 3 npauiBH1MKaMn, BUKOHaBLAMK, CNOXUBayYamu, AKI NPeLCcTaBnAa0Th
TPETI CTOPOHW, NOBUHHI MICTUTK NigNucaHi NPUHLMNN | YMOBMW HafjaHHA po6oTH.

a) Mepen HagaHHAM poboTH:

nocagosa iHCTPYKLIS;



npoueaypa nepesipku;
NPUHUMNKX | YMOBW HaflaHHS po60TH.

6) Mig yac HagaHHA poboTw:
BiAMNOBIJa/IbHICTb KepPiBHULITBA;
YOCKOH&/IEHHS | HAaBYaHHS;
AncunnaiHapHi npouesypu.

B) 3aKiHYeHHs abo 3miHa poboTun:

BiAMNOBIJa/IbHICTb, MOB'A3aHa i3 3aKiHYeHHAM poboTy;
MOBEPHEHHS aKTUBIB;

no36aB/ieHHs npas AoCTyny.

6.2. MpuHUMNK aBTopU3aLlil nepcoHany.

Ona poctyny B iH(opmauiiiHe cepefoBuLLe BUKOHKOMY PaiOHHOT Y MICTI
pagn KopucTyBadi OTPUMYKOTb IAeHTUdikatopu. Bigain 3 nutaHb CnyX6m B
opraHax MicLLeBOro camoBpsyBaHHSA Ta KafpoBoi po60TM BUKOHKOMY PaOHHOI Y
MICTI pagM Hafae Tro/IOBHOMY creuianicty 3  IH(opMauiiHUX TeXHOJOrI
BMKOHKOMY paillOHHOI y MICTi pagu iH(opMaLito Npo HOBOMPU3HAYEHOro
npauisHuka (M.1.6., Ha3Ba Biaginy, nocagy, Homep Tene()oHy Ta KabiHeTy). Ha
OCHOBI OTPMMaHOI IH(hopMaL,iT rOMIOBHWIA CrieyiasicT 3 IHopMaLiMHMUX TEXHO/OTIN
Hafae HOBOMY MpauiBHMKY BIAMOBIAHO A0 NOCaAu piBeHb AOCTYMY Ans poboTu B
IH(hopmMaLinHOMY CcepefoBULLi BUKOHKOMY.

6.3. MpuHUnny peecTpayii IHUMAEHTIB iIH(DOPMaLinHOT 6e3neKu:

6.3. 'y BuMaAKy MNOPYLUEHHA iH(opMauiinHOi  6e3nekn, NOTPiIGHO
AKHaWBMAWe MOBIAOMUTA MNP0  IHUMAEHT TrO/IOBHOrO  cneuianicta 3
IH(POpMALINHNX TEXHONOTIn. TOW B CBOKO Yepry MOXe BMPILLIMTU MPOo6/eMy cam,
abo 3BepHyTUCb 3a [OMOMOrOH [0 rO/IOBHOrO YMOBHOBA&XXEHOr0 3 MUTaHb
iH(hopMaLinHOT 6e3nek;

6.3.2 BCi npauiBHUKM | KOPUCTYyBadi CTOPOHHIX oOpraHisauin, SKi
KOPUCTYIOTbCA iHOPMaLinHUMK cUCTEMaMK Ta NOCNyraMyv BUKOHKOMY, MOBUHHI
SKHarLWwBMALe MOBIAOMUTA NpPO Oyab-AKi BUSBNEHI MOPYLUEHHA 6e3nekn B
cucTeMax Yy nocsyrax ron0BHOMO YMOBHOBAXXEHOrO 3 MUTaHb iH(opMaLiiiHOT
be3neku.

6.4. MpuHUMNKM Po6OTK 3 HOCIAMU JaHUX:

6.4.1 ynpaBniHHA HOCISIMW JaHWX:

ANA  KepyBaHHA HoCIiAMW  iH(hopMauii  MOBWMHHI  ICHyBaTWM BIiAMOBIAHI
npoueaypu, a came:

3abe3neyveHHs 30epeXkeHHs IHopmauit;

3abe3mneyveHHs aHTUBIPYCHOI O 3aXUCTY;

nepesipka nporpam Ta (ai/iB aHTUBIPYCHOK NPOrpamoto;



8

YHEMOX/IMB/IEHHS BUKPaZEeHHSA HOCIA 3 aHMU;

6.4.2 yTunizauifa HociiB iHgopmauii (Konu Bu4yeprnaHo pecypcu Hocis
IHopmaL,ii BiH NOBMHEH BYTW HafiHO i 6e3neYyHO YTWUNI30BaHWIA 3a AOMNOMOroH
NMeBHUX NpoLeayp);

6.4.3 HOCIT faHNX NOBWMHHI BYTW 3aCTOCOBaHI NnLLe AN Linen NoB’a3aHnX 3
POOOTOK0 BUKOHKOMY;

6.4.4 BWHECEHHA HOCIS 3 [aHWMK 3a MeXI agMiHIiCTpaTMBHOI 6yaisni
BMKOHKOMY PaiOHHOI Y MICTi paam Mae 3[iCHIOBATUCL Ha NiAcTaBi OTPMMAHOro
[03BONY Bif KepiBHMKA Biadiny, AKOMY NignopsAaKoBaHWI NpauiBHUK.

6.5. MprHUMNY BUKOPUCTaHHSA POBOYMX CTaHLii, eNeKTPOHHOI MowTK Ta
Mepexi «IHTepHeT».

BukopuctaHHs poboumx CTaHUi npauiBHUKaMU BUKOHKOMY PaiOHHOT Yy
MICTI pagun 3aneXxutb Bif XapakTepy po60Tu, fKa BUKOHYETbCA. BignosigHO [0
LIbOro Ha pobouiin cTaHUiT BCTAaHOB/IEHO BiAMOBIAHe nporpaMHe 3abesneyeHHs, Ta
aHTUBIPYCHMIN 3axmucT. OTpUMaHi nporpamu Ta (hailim eNeKTPOHHOK MOLLTOH
HeoOXIiHO MepPeBIPATU aHTUBIPYCHOO NPOrpPamolo.

[licna 3aBeplUeHHs pobo4Ooro 4acy npauiBHMK 3000B’A3aHUA BUMKHYTU
KOMN’toTep Ta nepudepiinHi NpucTpol. AKWO npayiBHUK HEHA[OBro 3a/ULLIAE
poboye Micue, BiH 3060B’A3aHNIN 3a6/10KyBaTV KOMM'OTep, W06 YHEMOXX/IMBUTK
HeCaHKLIIOHOBaHe BMKOPWUCTaHHA pobo4yoi  CTaHuii  mig 4ac  BIACYTHOCTI
npayiBHMKa. ENeKTpoHHa nowta € OAHWM 3 efIeMeHTIB KONeKTUBHOI poboTwu
npayiBHMKIB BUKOHaBYMX OpraHiB pagu | He3amiHHUM IHCTPYMEHTOM OO6MiHYy
iHhopmauieto. HecaHKLiOHOBaHMIA [OCTYN [0 MOLITOBOI CKPMHbKM MpaLiBHMKA
HEMOX/MBNIA ~ 3aBAAKN  BUKOPUCTAHHIO  MEpPCOHaNbHUX  iAeHTU(IKaTopIB.
BignoBigHO 4O HMX TakKOXX HaAaeTbCA AO0CTYN A0 Mepexi IHTepHeT. JlocTyn Ao
MepeXi IHTepHeT HaAaeTbCA 3 403BO/Y KepiBHMKA BIAAINY.

B iH(opmauiiHiA Mepexi iCHYe MOXIMBICTb OOMEXeHHs A0CTyny [0
OKpeMMX CainTiB, AK TakMX, WO He BignoBijaloTb ymMOBaM PO60TU MnpauiBHUKIB
BUKOHKOMY.

[Ona 3abe3nevyeHHs 3axXUCTy iHQopmalii € 0060B’SA3KOBMM OTPMMaHHS
rnonepeaHb0l 3rogn Ha KOPUCTYBAHHA MyOMIYHMMM MOCAyramMu, TakKUMKM AK
KOMYHIKaTopW, CMiflbHe KOPUCTYBaHHS (hainfiamu.

6.6. MprHUMNK PO60TK 3 JaHNUMIK B NaNepoBili | eNEKTPOHHIN (hopMi

Baxxnimei 061iKOBI 3anucy opraHizauil NOBUHHI OyTK 3axuLUeHi Bif BTpaTu,
MOLLKOMKEHHS Ta (pasibeuikalii BIANOBIAHO A0 BMMOI, BCTAHOB/IEHMX YMHHUM
3aKOHOAABCTBOM, pilleHHAMM CakcaraHCbKOi paioHHOT Yy MicTi pagn Ta i
BMKOHABYOro KOMITETY, PO3MNOPAMAXKEHHAMW [O/I0BA PaMOHHOT Yy MICTI paau,
KOHTpaKTaMu i BUMOramum 3aMOBHMKa.

[aHi He MOXyTb OYyTW nepekasaHi iHWMM ocobaM, AKi He MOB’sA3aHi 3
npoLiecamm BUKOHaHHA 000B’A3KiB Y BUKOHKOMI 6e3 403B0/Y KepiBHUKA.

[aHi y nanepoBomy BUrNAA4I NMOBMHHI BYTW HaAinHO 3axuLLeHi B Wwadax Ta
O(iCHWMX cTONax, BIAMOBIAHO 40 TX Knacugikawii.
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[aHi B e/IeKTPOHHOMY Ta nanepoBOMY BUTNAAI, WO MICTATb IH(OpMaLito
MpPo NpayiBHMKIB, KMIEHTIB, Ta IHLWMX 0OCi6, AKi 06CNYyroBytOTbCA NpaLiBHUKaMU
BMKOHKOMY pPalOHHOI Yy MICTI pafu NOBWHHI OYyTWM HafiHO 3axXWULLEeHI, K
KOH(PigeHUiHa iHpopmaLis.

6.7. MpUHUMNY BUKOPUCTAHHA NEPEHOCHUX KOMIM'OTEPIB.

[MepeHOCHI KOMN’OTEPU, B AKX 3HAXOAATLCA IH(hOopMaLUiviHi AaHi, MOBUHHI
OyTW 3axULLEHI BMaCHMKOM aKTMBY. BuKOpUCTaHHS KOMMN’tOTEpa Ta MOro BUMHIC
MOXX/IMBUIA MicNs OTPMMaHHA A03BONY Bif KepiBHMKa abo BiAnoBiganbHOT 0cobu.

6.8. MpuHUMNN BUKOPUCTaHHSA 3aco6iB 06P0OKK iH(hopMaLiT no3a byaisneto
BUKOHKOMY PaioHHOT Yy MICTi pafiy, a TaKOX BUHECEHHS MailHa.

BukopucTaHHs 3aco6iB 06po6KuM iH(hopMaLii no3a MeXamu opraHisalii mae
OyTV aBTOpPN30BaHe KEPIBHWULTBOM, HE3a/IEXKHO Bif} TOT0, XTO € X BACHUKOM,

Y BifHOLUEHHI [0 OXOPOHW NPUCTPOIB, AKI 3HaX0A4ATLCA no3a OyaiBneto
BUKOHKOMY:

He 3anuwaTtn B Nyo6niyHmMx Micuax 6e3 Harnagy npuctpois abo HoCIiB, SKi
BUHOCATLCA 3a MeXi 6yfiBni BUKOHKOMY; NepeBO3UTU MePEHOCHI KOMM’HOTepu, K
PYYHUIA 6arax i B Mipy MOX/IMBOCTI, MacKyBaTu X nif 4Yac nogopoxi;

AOTPUMYBATUCA THCTPYKLiA BUPOOGHMKA CTOCOBHO OXOPOHM MNPUCTPOIB
(Hanpuknag 0XOPOHW Mepes BUCTaB/IEHHAM Ha CW/bHI e/IEKTPOMarHiTHI nons);

3aCcTOCOBYBaTM  BIiAMOBIAHI  3abe3neyeHHs, BU3HA4yeHI B  MpPOLECI
OLHIOBaHHA PU3MKY, HeobXigHi nig yac npaui BaoMa (Hanpuknag 3akpuBaHHS
wagu, noniTMKa 4YMcToro odicy, 3abesneyeHHA AOCTYMY A0 KOMM’HOTEPIB Ta
6e3neyHe 3’eHaHHSA 3 ohicom);

rapaHTyBaTu BifgnoBigHe 30epeXXeHHA NPUCTPOIB, AKI BUKOPWUCTOBYHOTHCA
no3a 6yfieneto BUKOHKOMY.

3ab60pPOHAETLCA BMHOCUTU MPUCTPOI, iH(opmauito abo nporpamu 6e3
rnonepeLHbLOro L03BONY.

6.9. MpuHUMNK BUKOPUCTaHHA NaposiB i 36epexXeHHs TaEMHULI.

6.9.1. HafaHHs naponiB KOHTPO/KOETLCS, TAKUM YNHOM:

nignucaHHA KopucTyBayamMu 3000B’A3aHHA LWOA0 30epiraHHA TaeMHWLL
0COOMCTMX MaponiB Ta Naponis pobounx rpyn, A0 SAKUX BOHU Hanexarb
(peKoMeHAYETLCA MOro NiANMCaHHA B TPYAOBMX yrogax);

3abe3rneyeHHs MocTayaHHA HOBMX, TMMYacoBMX abo 3aMiHHWX Maponis
nicng nonepeaHbLOro NiATBEPAXKEHHS TOTOXXHOCTI KOPUCTYBaYa;

6e3neyHnt cnocié BuAaHHA  KOpUCTyBayaM TUMYacoBMX MNaposiB;
Heob6XiHO YHMKaTK NocepeaHNLTBA IHLWNX 0Ci6 ab0 BUKOPUCTAHHS He3axXMULLIEHMX
MoBILOM/IEHb €NeKTPOHHOI MOoWTK (SKI MPUCUNAKOTLCA TakK 3BaHUM BIAKPUTUM
TEKCTOM);

YHIK&/IbHICTb  TUMYacoBWX MaponiB A1A KOPUCTYyBayiB | CKMaAHICTb 1X
PO3LWNGPYBaHHS,

NiATBEPIKEHHS OTPMMAaHHS MaponiB KOpUCTyBavamu;
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3ab0poHa 36epiraHHsA Naponis B He3aXULWEHOMY BUTISAI B KOMM’ KOTEPHUX
cucTemax;

HeoOXIAHICTb 3MiHM nepefbavyBaHUX Maponis, HafaHUX BUPOOHUKOM Mif
yac iHCTanAuii cuctemmn abo NPOrpamMHoOro 3abesneyeHHs.

6.9.2. Tlig 4Yac 006paHHA | BMKOPUCTaHHSA MaponiB, KOPUCTyBadi MatoTb
AOTPYMYBATUCb  NPaBW  3riJHO 3 MEepPeBIPEHNMU  NpaKTUKamu  6e3neku.
KopuctyBayi NoBUHHI:

36epiratn naposi B CEKpeTi;

YH/UKaTW 3anncyBaHHA MaponiB (Hanpuknag Ha nanepi, B aini abo
MepeHOCHOMY MPWUCTPOT); Naponi MOXHa 3anucyBaTW TiNlbKW Y BUMaAKy, AKLLO
BOHM 36epiratoTbCs B 6e3rne4HOMy Micui, a X cnoci6 36epiraHHs NigTBEPAKEHWN;

HeramHo 3MiHIOBaTKM Maponi y Bunagkax, KoM O6yAb-lLl0 BKa3ye Ha
MOXX/IMBICTb MOPYLUEHHSA 6e3MeKn CUCTEMI Y NAPOSItO;

BMOMPATK AKICHI Naponi 3 JOCTaTHLO MIHIMa/IbHOK JOBXMHOK SKi: MOXHa
Nerko 3anam’AtaTi; He OCHOBaHI Ha MPOCTMX acouiauisX, AKi N1erko Bragatn yu
3p06UTY BUCHOBKM 3 TH(hopMaLLiT, ika CTOCYETLCS AaHOT 0COOW, HanpuKiag iMeHa,
HOMepu TeneoHIB, AaTVM HaPOMKEHHSA TOLLO; He niaJaTimBi Ha CMOBHUKOBY
aTaky; He MICTATb pAfy OAHAKOBMX 3HaKiB abo rpymn 3HakiB, fAKi CKIa[atoTbCs
TINbKN 3 LMp abo TiNbKuy 3 NiTep;

3MIHIOBaTK Maponi B PerynsapHuX iHTepsBasiax 4acy abo nicns BM3HAYeHO!
KifIbKOCTi peecTpaLin B cucteMi (PeKoMeHAyeTbes, o6 naponi npueinenoBaHmx
paxyHKIiB MIHAINCA YacTille IHWWX NaposiB) | YHMKATX MOBTOPEHHS MaponisB yn
«LUMKMIYHOT0» BXXUBAHHSA CTapuX Naponis;

3MIHIOBATW TMMYacOBI Maposi Nif Yac NepLIoro BXOMKEHHSA 40 CUCTEMN;

He BBOAWTMW MaposiB 40 OyAb-AKMX aBTOMATM30BaHMX MPOLECIB BXOAXKEHHS
[0 CUCTEMW, HaMpUKIag He MepexoByBaTW iX B MakKpocax i He npunucyeatu [0
(PYHKLIOHa/IbHMX KNaBiLL;

He HaflaBatu JOCTyMy 0 CBOIX MaposiB iHWMM KOPUCTyBayawm;

He BWKOPWUCTOBYBATWM OAHAKOBUX MaponiB A/19 BUKOPUCTAHHA Yy poboTi i
ro3a Hero.

6.10. MpuHUMNM  JOCTYNy 30BHILIHIX CTOPIH [0 3acobiB  06pOOKK

IHpopmaLiT.
J0oCTyn 30BHILLHIX CTOPIH 40 3ac06iB 06p06KM IHOpMaLiT, WO He 3anexartb
Bi4, opraHizauii, Ans 06pobKn | nepefdadi IH(oOpmauilT KOHTPONHETLCA

BU3HAYEHUMW 0CO6aMMU.

Mig 4yac [oCTyny 30BHIWHIX CTOPIH A0 3acobiB 06pobKM IHopMaLii
NoTpPi6HO B3ATK 0 yBaru:

3ac00M 06po6KKM HhopMaLil, 40 SAKMX MOXYTb MaTW AOCTYM 30BHILLHI
CTOPOHY;

Cnoci6é JoCTyny 30BHILWHLOI CTOPOHM [0 iH(opMaLil Ta 3aco6iB 06pO6KM
IH(hopmaLii HanpyKnag: AoCcTyn (i3VYHWUIA (HanpyKniag 40 oicy, KOMM’OTEPHOro
3any, wad); p[ocTyn noriyHmii  (Hanpuknag pno 6a3  gaHux  opradisadir,
IH(OPMALINHNX CUCTEM); 3B'A30K MiDK MepeXxaMmn opraHisauii Ta 30BHILLHIX CTOpPIH
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(Hanpuknag 3B8'A30K MOCTIMHWIA, AOCTYN BifAasIeHNIA); 4OCTYN € Ha MicLi,
4M NO3a MeXkaMu opraHisauit;

BapTICTb Ta BPAa3NMBICTb [AOCTYMNHOI IH(OPMALIT | KPUTUYHICTL ANS
6i3HeCoBUX NPOLIECIB;

3abe3neyeHb HeOOXIAHWX [N OXOPOHM iH(opMaLil, AKI B OCHOBI €
HeZOCTYNMHUMW 30BHILLUHIM CTOPOHAM;

NMepcoHas 30BHILHLOI CTOPOHW, SKWWA 006CNYroBye iH(oOpMaLito, Lo
Ha/IeXX1Tb opraHizauii;

CNocCi6 BM3HAYeHHS opraHisauil Ta nepcoHany, Wo Mae LOCTYnM, NepeBipKu
rnpas Ta 4acToTu NIATBEPLKEHHS LMX NOTPeD;

Pi3HNX 3aco0biB Ta 3abe3neyeHHsi BNPOBA[PKEHOI0 30BHILLHLOK CTOPOHOHO
Ansa 36epiraHHA, nepefaBaHHA, CMiBKOPUCTYBaHHS Ta 0OMIHY iH(hopMaLii;

pe3ynbTatv 6paky AOCTYNY 30BHILLUHbOT CTOPOHM, KOMW BiH BUMaraeTbCa Ta
BNpoBaXeHHsA ab0 OTPUMaHHSA HEBMMNPaBHMX IH(POpMaLiin abo Takmnx, L0 BBOAATD
B MOMWJIKY;

MPaKkTUKM Ta MNpouesypu 06CNYyroByBaHHA IHUMAEHTIB MNOB’A3aHMX 3
Ge3neyHicTiO [H(opMaLiT Ta MOTEHUINHOT LWKOAW, TakoX MiAcTaB Ta YMOB
nigTpMMyBaHHA 6e3nepepBHOCTI  AOCTYNY 30BHILLHLOI CTOPOHM Y BUNAfKYy
BUHWKHEHHS IHUMAEHTY MOB’A3aHOr0 3 6e3MneYHicTio iHhopmau,iT;

npaBoBi  BMMOIW, BHYTPILWHI  perynloBaHHA Ta  iHWIi  AOroBipHi
3000B’A3aHHA, BMacTUBI AN 30BHILUHBLOI CTOPOHM, AKi MPOMOHYETLCSA B3ATU A0
yBaru.

6.11. MprHUMNM 06po6KKM iH(hopMaLLii Ta 06MIHY IHhopMaLli€tO.

6.11.1. PearyBaHHA, 06po6Ka, 36epiraHHA Ta nepekasyBaHHA iHoOpMauiT,
MOBMHHO MPOXOANUTY 3rifHO 3 Ti Knacugikauieto. HeobXigHO KepyBaTUCh TaKUMMU
MPUHLMNAMMU:

06C/yroByBaHHsi Ta MO3HAYeHHS BCIX HOCITB, 3rigHO 3 PpiBHEM X
Knacuikauir;

OOMEXeHHs [0CTyny, $Ke 3anobirae HecaHKLiOHOBaHOMY  [OCTYmNy
nepcoHany;

AOTPYMaHHS  (JOPMasibHOrO  PEECTpy  aBTOPM30BAHUX  Ofep)XKyBayiB
IHpopmaLiT;

3abe3neyeHHs npaBWIbHOT 06POOKM BMXIAHWX fAaHWX |1 NpPaBAMBOCTI
BXIAHUX AAHUX;

3aXMUCT HenepeJaHUX AaHuX 3rigHo 3 X piBHEM KOH(IAEHLiNHOCTI;

36epiraHHsA HOCITB 3rigHO i3 cneun@ikayisMm BUPOOHNKA,;

0OMeXeHHS PO3MNOBCIOMKEHHS AaHUX [0 MIHIMYMY;

3p03yMifie NO3HAYEHHS BCiX KOMiil HOCIs NSt aBTOPM30BaHNX OAePXKyBauiB;

PErynspHUiA  nepernsg  CNuCKiB - AUCTPUO’OTOPIB Ta  aBTOPU30BaHMX
Oflep>KyBauiB.

6.11.2. O6bMiH  iH(hopMauieto, NpUM  BUKOPUCTAHHI  €NEeKTPOHHMX
KOMYHiKaLiiHMX 3ac06iB MOBUHEH BPax0oBYBaTU:

3aXUCT IHopmaLiT, AKOK OOMIHIOKOTLCA Bif MEPEXON/IEHHS, KOMitoBaHHS,
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MoAudikaLii, NOMUIKOBOT MapLUPyTU3aLiT Ta 3HULLEHHS,

BUAB/IEHHS Ta 3aXUCT Bif, LWKILIMBUX NPoOrpam, AKi MOXYTb nepecuiaTucs
3a [JONOMOroH BUKOPUCTaHHS e/IEKTPOHHMX 3aC06iB KOMYHiKaLiT;

3aXUCT  KOHMIAEHUINHOT eNeKTPOHHOI IH(opMauil, fka nepefacTbca Yy
(hopmi fofaTKiB;

PeKOMeHZaLiT, fKi BW3HAYalOTb 3aTBEPKEHMIA CMOCIO BUKOPUCTAHHA
eIEKTPOHHUX KOMYHIKaLinHNX NPUCTPOIB;

BUKOPUCTaHHS 6e3npoBiAHOI KOMYHIKaUiT 3 ypaxyBaHHSM 0COBG/IMBMX
PU3NKIB, SIKi 3 HEIO MOB’sA3aHi;

npayiBHMKIB, BWKOHAaBLIB Ta BCIX IHLWMX KOPWUCTYBadiB LWO40 He
3aBflaBaHHA LUKOAM Opradisauii, Hanpukniag Haknen, HapikaHHA, YAaBaHHS,
nepecunaHHA NaHLUroBMX NCTIB, HeCaHKLIIOHOBaHI 3aKyniBAi TOLWO;

BUKOPUCTAHHS  KpPUMATOrpagiyHMX TexXHIK, Hanpuknag pAnns  3axucty
KOH(iA4eHUIAHOCTI, IHTErpasibHOCTI Ta JOCTOBIPHOCTI IH(hopMaLiT;

pPeKOMeHAaUiT Woao 306epiraHHA Ta 3HMLEHHS NOBIAOM/EHb |1 6i3Hec-
KOPEeCnoHAeHLT, BIANOBIAHO A0 3aKOHOAABCTBA Ta BHYTPILLHIX AOKYMEHTIB;

3a00pOHY 3a/MWaT NNCTW, [OMOBIAHI, MOSACHIOBa/IbHI, WO MICTATb
KOH(iAeHUiMHY iH(opmaLlito mopy4 3 APYKApCbKOK TEXHIKOH: MpUHTEpamu,
KOMitoBa/lbHMMK  anapatamu, (akcamu, [0  AKMX  MOXe MaTu  [oCTyn
HeyNOBHOBAXXEHWIA MepCoHarT;

3a6e3rneyeHHs Ta 0OMeXXeHHs MoB’sA3aHi 3 MepecusaHHAM MOBILOM/IEHb 3a
[OMOMOroto 3acobiB  KOMyHiKauii, Hanpuknag asTOMaTW4yHa nepeajgpecauis
€M1eKTPOHHOT MOLLUTK HA30BHI;

3aCTOCyBaHHA Bi4nMoBiAHWX 3acobiB 6e3nekn, Hanpuknag nig vyac po3moB
TenehOHOM He  po3rofiollyBaTV  KOH(iAeHUiMHY  iHopmMalito.  YHMKaTu
nifcnyxoByBaHHA abo Mepexon/eHHs: ocobamu, AKi 3HaXoAAaTbCA 6e3nocepeiHbo
ONM3bKO, SAKLIO  BUKOPUCTOBYHKOTLCA  MOOINbHI - TeneoHW;  3aCTOCYBaHHS
PI3HOMaHITHMX 3aco6iB MiACNyXOBYBaHHSA, (MI3NYHUIA JOCTYN [0 C/yXaBKW,
TeNe(POHHOT /iHIT abo CKaHyHuMX MPUCTPOIB; 0COb6aMu, AKI 3HAXOAATLCA Ha
CTOPOHI CNiBPO3MOBHMKA;

HEMOX/IMBICTb 3a/MLIaT MOBIAOM/IEHHS, fAKI MICTATb  KOH(iAEeHUiIAHY
IHpopMmaLito, Ha aBTOBIAMOBIfaYaX, TOMY LLO BOHW MOXYTb MPOC/YyXOBYBATUChH
HeynOBHOBaXXEHUMW 0cob6amy abo HeBIAMOBIAHO 3anMUCaHMKN BHACTIAOK NOMUIKU
B Habopi HOMepy;

HaBYaHHSA NepcoHany LWoAo Npob6seM, AKi BUHMKaOTb MPU BUKOPUCTaHHI
(pakciB: MOX/IMBICTb HeCaHKLIOHOBAHOro AoCTyny A0 BOyfoBaHOI nam’ATi 3
MeTO OTpUMaHHA iHopMaLii; HaBMMUCHe abo BMNAaAKOBe NporpamyBaHHA (hakciB
TaKMM YMHOM, L0 MOBIAOM/IEHHS OYyAyTb BUCU/IATUCH HAa BW3HAYEHI HOMEPW;
BiANPaB/fEHHS1 AOKYMEHTIB Y/ MOBIAOM/IEHb HA HENPaBW/IbHUIA HOMEP BHACNiA0K
NMOMWJIKA B Habopi HoMepy abo BUKOPWUCTAHHA HEBIAMOBIAHOrO HOMepyY 3 nam’ATi
MPUCTPOIO;

B XKOJHOMY MporpamMHoMy 3abe3rneyeHHi He 3aMLLIaTL aapecy eNeKTPOHHOT
nowTn abo iHWOI 0Cco6uCTOl IH(opMaLii, fka MOXe 30MpaTUCAd 3 MeTOH
HeCaHKL,iOHOBaHOI 0 BUKOPUCTaHHS;
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(hakC-mMOAeMM Ta CKaHepPWU Ha BUMNAA0K MOMWU/IOK B TPaHCMICIT 36epiratTb
CTOPIHKM B Nam’ATi | APYKYHOTb X 04pasy nicns yCyHeHHA NOMUSKK;

KOH(iAEeHUI/HI pO3MOBM He MOXYTb BeCTUCH B MYOMIUYHUX MiCLgX,
BIAKPMTUX 6IOPO abo Micusax 3ycTpiven, 4e BiACYTHS 3BYKOI30/1ALiS;

3ac00M 06MIHY iH(hopMmauietd  MakTb  BiAMnosigaTv  Bi4NOBIAHUM
IOPUANYHUM BUMOTaM,

6.11.3. 3 MeTOt0 06MiIHY IH(POpMaLlieto Ta MPOrpamMHUM 3abe3neyeHHAM MiX
OpraHisayjieto Ta 30BHILUHIMW CTOPOHaMK, PEKOMEHAYETLCS YKNadaHHA yrog Woao
0OMiHY IH(opMmaLiieto.

6.11.4. MMoBMHEH O6yTM 3abe3nevyeHnini  3axXMUCT HOCITB, $AKi  MICTATb
IHpopmaLiito, Bij HeCaHKL,IOHOBAHOr0O AOCTYMY, HEBIAMOBIAHONO BUKOPUCTAHHS Y
MOLLUKOKEHHS Nif Yac TpaHCMOPTYBaHHA 3a MeXXi opraHisadii.

6.12. MpUHLMNN NPUAHATTSA TPETIX 0Ci6 B MPUMILLEHHAX BMKOHKOMY.

nepcoHas Mae 3HaTu cdepy iCHyBaHHA 6e3reyHol TepUTOPIT Ta BeAeHHS B
HI AIANbHOCTI;

YHUKHEHHS BMKOHaHHA poboTu 6e3 Harnagy Ha 6e3neyHiin TepuTopii 3
Ornsay Ha 6e3neyHiCTb Ta YHEMOX/MBUTY LWKIANNBY LiANIbHICTb;

3aMKHEeHHA Ta nepioguyHa nepesipka 6e3mneyHOl TepuTopil, Ae Hemae
noaen;

He [oMyckaTu KOpUCTyBaTUCA MNPUCTPoOAMK (hoTorpayBaHHS, BIiAeo-,
ayfio- abo IHWMX 3anuCHUX MPUCTPOIB, HanpukKnag MOGINbHUX Kamep 3a
BUHATKOM, KON 0coba Mae BiAnoBigHe YNOBHOBaXKEHHS.

6.13. MMPUHLMNN OXOPOHN YCTaTKYBaHHSA i 3a/IMLLIEHHA MicLA poboTw.

6.13.1. KopuctyBadi  MOBWHHI  3abe3neyyBaTh  BiAMOBIAHWA  3aXUCT
06/1aaHaHHA 3aMLLeHoro 6e3 Harnagy:

BUMKHEHHS TepMiHany Micnsa 3akiHYeHHs poboTu, KpiM BUMagKiB Kowu
BOHM 3a6e3reyeHi BIAMOBIAHOK CUCTEMO, WO O6I0KYe AOCTYM, Hanpukiag
BUMMKAY eKpaHy 3axXULLEHNIA Naponem;

BUXiL 3 KOMM’IOTEPHOI cuCTeMM Knacy «mainframe», cepsepiB, OQICHUX
KOMM’tOTEPIB B MOMEHT 3aKiHYEHHS CeciT;

3abe3rneyeHHss 0COOUCTMX  KOMM’KOTEPIB  4YM  TepMmiHaniB, fAKi  He
BUKOPUCTOBYIOTLCA B [aHWA MOMEHT, Bif, HeCaHKLiOHOBAHOro AoCTyny 3a
[AOMOMOroto  6/10KyBaHHA  KnaeiaTypy 4y IHWKM  PIBHOLIHHUM  Croco6om,
Hanpuknag 4OCTyn A0 KOMM’toTepa Nic/f BBEAEHHSA Naposito.

6.13.2. inA BNPOBa[KEHHA MOMAITUKA YUCTOrO CTONY [ANA nanepoBsol
AOKYMeHTaLii Ta HOCIB, a Ana 3aco6iB 06p0obKM iHopmMaLii - MONITUKMA YACTOrO
eKpaHy, npawiBHUKN NOBUHHI:

36epiratu nig 3amMkom (ceid), wada TOLO) KOHMILEHLUINHY iH(opMaLLito
opraHisauii, iKa He BUKOPUCTOBYETLCSH, HAMPUKIAZ PO3MILLEHNX HA eNIeKTPOHHUX
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HociAsXx abo Yy BWUrNA4i ManepoBMX AOKYMEHTIB, 0CO0/IMBO  AKLLO
NPUMILLEHHS 3a/IMLLIAETLCA 6e3 Harnaay;

3aKpmBaTtu cecii abo 6/10KyBaTK KOMM'IOTEPU UM TepMiHaNN, 3auLleHi 6e3
Harnagy abo Taki, WO TUM4YacOBO He BUKOPUCTOBYHOTLCA (3a A0MOMOroH
MexaHi3My 6/10KyBaHHA €KpaHy |1 KjaBiaTypy KOHTPO/IbOBaHWM MaposieMm,
[eTeKTopy abo iHLWOro NogibHOro MexaHiamy);

3aXMWAaTM  NYHKTU OTPUMYBAHHA | BUCWIAHHA KOPECMOHAeHUil Ta
HEKOHTPO/bOBaHI (pakcu;

3a00POHATN BUKOPUCTAHHA KCEPOKCIiB ab0o IHLIOI KOMitoBa/IbHOT TEXHIKM
(Hanpuknag ckaHepis, LMMPOBUX anaparie) 6e3 aBTopu3aLii;

HeramHo ycyBaTu 3 MNPUHTEPIB AOKYMEHTU, SiKi MICTATb KOH(igeHUiAHY
IHpopmaLito.

6.14. MpyHUMNM  NOBOMKEHHA 3  KAKYamMu  Bif  MpUMILLEHb  Ta
KaHLeNAPCbKMX Lwad.

Kntoui Bif npuMmiLLieHb MOBUHHI 6yTU 36epeXkeHHi. 3a K/odi Bif NPUMILLEHb
MOBWHHI Bi4NOBIAATM BU3HAYeHI KEPIBHMKOM 0CO6U TOBTO:

NPUMILLEHHSA, AKI BI4HOCATb [0 6e3ne4yHOl 30HW — K4l 3HaXo4ATbCA Y
BIAMOBIAANbHNX MpaLiBHUKIB, AKI TaM NpauoTb. [pnbunpaHHs 34IACHIOETLCA Y
MPUCYTHOCTI NpavyiBHUKIB Big4iny;

NPUMILLEHHA PalNOHHOrO TrO/IOBM — K/KOMI Yy panlioHHOro ronoBu Ta
cekpeTaps. MNpnbrpaHHA 34IMCHIOETLCA B NPUCYTHOCTI CeKpeTaps;

NPUMILLEHHSA 3aCTYMHMKIB rOMI0BM PalOHHOT Y MICTI paaM Ta Kepyrouoro
crpaBaMn BUKOHKOMY — K/KOYI Yy 3acTynHuKa Ta cekpetaps. [MpubupaHHS
3[IMCHIOETLCS B NPUCYTHOCTI CekpeTaps;

NPUMILLEHHA Haya/ibHWKIB BIAAINIB Ta TX 3aCTYMHWKIB, NpPauiBHUKIB —
KN4l Yy npauiBHUKIB KabiHeTy Ta BIAMOBIAA/IbHUX YeproBUX BUKOHKOMY
paioHHOT y MicTi pagn. TMpuMilLeHHs BiAdiny BeAEHHS [EePXXaBHOro PeecTpy
BMOOPLIB 40AATKOBO 061a4HAHO CUrHasi3aLi€ero;

oyanHkn — Byn. Bonogumupa Benukoro, 32 o06nagHaHO CUCTEMORO
BI[IEOCNOCTEPEXXEHHA Ta 3a4YMHAETbCA, BCTaHOB/eHa curHanizauisa; Byn. Codil
MepoBcbKOT, 16a 06/1afiHAHO CUCTEMOHO BifIEOCMOCTEPEXXEHHS Ta 3a4NHAETHCS;

KaHUenapcoKi Wwadu — Knrodi y BignosiganbHUX npawiBHUKIB.

6.15. MpuHUMNN BIAKPUTTA LOCTYNY A0 AaHWX 3 BMKOPUCTaHHAM 3acobiB
Mepexi.

JocTyn [0 AaHWX npauiBHWKaM BWMKOHKOMY HA[a€TbCA NULIE 3 [03BONY
KepiBHMKA, Ta 3aCTYMHWKa rofioBM palnoHHOT y MIcCTi pagu. JocTyn HagaeTbecs 3
BMKOPUCTaHHSM 3ac06iB iHpopMaLiiHOT Mepexi, a came:

KOXKEH 1eHTU(IKATOP Mae NeBHI Npasa 4OCTYNYy B MePeXxi;

AOCTYN [0 JaHMX Ta IHWWX PecypciB Mepexi HafaeTbCa BigNOBiAHOMY
IAeHTUIKaTOpY.

6.16. PeecTpauisi 3MiH y JOKYMeHTaLii.
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KoXeH npauiBHMK Mae MpaBO BHECTM MPOMO3ULIK0 LWOAO 3MIHW [0
AOKYMeHTaLii CUCTEMU YnpaBniHHA [H(opMaLinHo 6e3nekoto. [po  cBow
MpPOno3nLLit0 IHPOPMYE CBOrO KepiBHMKa. 3amnpomnoHOBaHi 3MIHW BHOCATLCHA Ha
PO3rNs4 rONOBHOMY YNOBHOBAXXEHOMY 3 NMUTaHb IHPOPMaLiiHOT 6e3mneKu.

Kepytoya cnpaBamy BUKOHKOMY
painoHHOT y MicTi pagu Hagis )XJIbYEHKO



